SCOTT KUTLER

Senior Software Engineer | React, TypeScript & Python
Bethesda, MD | 469.387.0895 | scott.kutler@gmail.com | linkedin.com/in/scottkutler

PROFESSIONAL SUMMARY

Senior Software Engineer with 6+ years of professional development experience at a Washington, DC digital agency, building,
modernizing, and operating production web applications and client websites end to end. Deep experience with React, Redux, and
TypeScript on the frontend and Python (Django, FastAPI), PHP, and PostgreSQL/MySQL on the backend, deployed on AWS. Primary
developer of a long-running, public-facing React/Redux + Django data platform and lead frontend developer of a greenfield
TypeScript/React + FastAPI product. Also Founder and Lead Developer of BRO (2015-present), a native iOS/Android social
application with more than 1 million downloads worldwide. Fully remote since 2020.

TECHNICAL SKILLS

Frontend: React, Redux (thunk, reselect), TypeScript, JavaScript (ES6+), React Router, React Query, Vite, Webpack, HTML5,
CSS3/SCSS, jQuery, responsive and accessible (WCAG/Section 508-oriented) Ul, reusable component and design-system patterns
Backend & APIs: Python (Django, FastAPI, Celery), PHP (Laravel, Yii2), Node.js, Express, REST API design and integration, Axios,
Pydantic, server-side purchase/webhook verification

Databases & Data: PostgreSQL, MySQL/MariaDB, Redis, SQL schema design, migrations and indexing, ETL and bulk data
pipelines, BigQuery, Google Analytics Data API (GA4), Google Sheets API

Testing: Jest, React Testing Library, Vitest, Enzyme, MSW (APl mocking), Pytest (incl. pytest-asyncio), unit and integration testing,
end-to-end release testing (manual, iOS/Android/API)

Cloud & Infrastructure: AWS (EC2, RDS, S3, ALB/ACM, CloudFront, SES, ElastiCache, WAF, Secrets Manager, IAM, Cognito, Route
53, Lambda, Lightsail, CloudWatch, Rekognition), DigitalOcean, Docker and Docker Compose, Linux (Ubuntu), Nginx, Bash, DNS,
SSL/TLS

Mobile: Swift (UIKit, StoreKit 2), Java (Android SDK, Google Play Billing), Firebase (FCM push, Auth, Analytics)

Process & Tools: Git, GitHub, Bitbucket, pull-request review and release management, CI/CD (Travis Cl; GitHub Actions-based
deployments), Jira, Trello, Agile/Scrum/Kanban, technical documentation

Platforms & Integrations: WordPress (Pantheon; themes, plugins, ACF, Fluent Forms), NGP VAN/EveryAction, HubSpot, Stripe,
SendGrid, Chrome extensions, site builders (Webflow, Squarespace, Framer, Wix), analytics (GA4, Matomo)

PROFESSIONAL EXPERIENCE

Blueprint Interactive - Washington, DC / Remote July 2020 - Present

Senior Developer

» Develop and maintain dozens of production websites and applications for political, advocacy, and nonprofit clients - from landing
pages and WordPress CMS builds to full React/TypeScript and Python applications - working closely with designers, project
managers, account leads, and client stakeholders.

» Work fully remote on an Agile team: requirements gathering, user stories, estimates, sprint planning and review (Jira), and technical
documentation including dataset references, changelogs, and operational runbooks.

» Troubleshoot production issues across the full stack - application code, Linux servers, DNS, SSL/TLS, databases, caching, and
hosting - tracing failures across layers rather than treating symptoms in isolation.

» Improve accessibility through semantic markup, ARIA attributes, keyboard support, and automated accessibility linting.

» Greenfield TypeScript/React + FastAPI product - lead frontend developer on a two-developer product team:

o Primary contributor to the frontend codebase: Vite, React Query, react-hook-form, and Zod, against a FastAPI and
PostgreSQL backend (Pydantic v2, Alembic migrations).

o Own pull-request review and release management: branch strategy, develop-to-main promotion, and test gating with Vitest,
React Testing Library, and MSW on the frontend and Pytest integration suites (run against PostgreSQL in Docker) on the
backend.

o Streamlined and documented the app's AWS integrations: Amazon Cognito authentication with Google sign-in and S3 asset
storage.

» Public-facing React/Redux + Django data platform - primary developer since 2022:

o Own the Redux state architecture (thunk, reselect), Jest/Enzyme test suite, Webpack build, interactive maps (Leaflet), advanced
data-table, search, and filtering features, and tiered production API rate limiting (Django REST Framework throttling with test
coverage).

o Build and operate its scheduled data pipelines (Django, Celery, Redis) ingesting large public datasets into PostgreSQL, with
bulk-load optimization and data-integrity reconciliation, in Dockerized dev/prod environments behind Nginx on DigitalOcean.

o Led the frontend's v2.0 modernization: upgraded React 16 to 18 and Redux 4 to 5, migrated the build off Create React App to
a custom Webpack 5 pipeline, and replaced a legacy data-table library with TanStack Table - QA-tested through the staged
rollout.

o Planned and executed solo a major-version backend upgrade - Python 3.6 to 3.12, Django 2.2 to 4.2, Celery 4.3 to 5.4 -
writing the upgrade plan, test updates, and production deployment; completed with no downtime or data loss, with ongoing
security updates since.




» Data-mapping application (2026) - built solo: a TypeScript/React (Vite) frontend with an interactive Leaflet/GeoJSON district
map, TanStack Table, and CSV and styled Excel exports, fed by a Python and SQL data-scoring pipeline.
» WordPress portfolio (Pantheon) - custom development, maintenance, and security:

o Develop custom themes and plugins: ACF flexible-content architectures, Fluent Forms extensions, custom roles/capabilities,
and REST-endpoint permission hardening; integrate NGP VAN/EveryAction donation and signup embeds, including CSP and
.htaccess fixes.

o Handle core and plugin upgrades, CLI automation (Terminus), and security audits across the portfolio; collaborated directly with
a major platform vendor's engineering team on shared client builds.

o Led security incident response for a compromised production website: forensic review (core checksum verification, malware
scanning), removal of a vulnerable plugin exposing an unauthenticated endpoint, mass session invalidation and credential
resets, and a staged dev/test/live remediation rollout with full backups.

» Analytics and integrations:

o Built and solely maintain two PHP analytics-reporting applications integrating the GA4 Analytics Data API, with automated
Google Sheets exports and scheduled SendGrid report delivery; also built a Chrome extension, an embedded Tableau analytics
dashboard for a national political committee, and Python automation tooling (site-migration comparison across ~3,000 URLs,
link and PDF integrity scanners, bulk content-tagging and email-platform utilities).

o Integrate client applications and websites with third-party services including Stripe, HubSpot, BigQuery, SendGrid, Google
APIs, Matomo, and other REST services.

BRO / Brotech LLC - Washington, DC January 2015 - Present

Founder & Lead Developer (Full-Stack & Mobile) - part-time

» Founded BRO and led its development across native iOS (Swift/UIKit), Android (Java), and a PHP (Yii2) REST APl on AWS - 1M+
downloads worldwide, launched on the iOS and Google Play app stores in 2016; directed a distributed team of mobile engineers
through multiple major versions - reviewing and approving all iOS, Android, and backend code since inception - and personally
coded the 2026 4.0 relaunch - sole developer, 600+ commits across the Swift iOS app, Java Android app, and PHP API - StoreKit
2 and Google Play Billing subscriptions and paywalls, Ul redesign, push and deep links, anti-fraud attestation and risk-gated
registration, and nine-language localization.

» Own and modernize the production REST API powering both apps - authentication, profiles, feed, subscriptions, and admin:
migrated the stack from PHP 7.1 to 8.3 on Ubuntu 22.04 without downtime, added a Redis caching layer and systemd-managed
queue workers, and evolved the MariaDB schema with raw SQL migrations and targeted indexing.

» Implemented subscriptions end to end: StoreKit 2 (i0S) and Google Play Billing (Android) with server-side purchase verification
and Real-Time Developer Notifications.

» Hardened application security: fixed an account-takeover flaw, a payment IDOR, and a location-privacy leak (snapped non-self
GPS coordinates to a coarse grid).

» Administer production AWS infrastructure (EC2, RDS, S3, SES, ElastiCache, WAF, Secrets Manager, IAM, CloudWatch); cut
monthly spend ~80%, including using CloudWatch metric forensics to find a cron misconfiguration generating ~31 TB/month of
cross-AZ database traffic; resolved a multi-week TLS outage by migrating to DNS-validated ACM certificates with automated
renewal and expiry alerting.

» Built trust & safety tooling: AWS Rekognition image sweeps (150,000+ images processed in a single pass) with reversible,
snapshot-backed bulk moderation, IP-risk fraud scoring for signups, and age-gating for store and legal compliance.

» Own product and process end to end: roadmap, App Store and Google Play release cycles and compliance, manual end-to-end
release testing across iOS and Android devices, vendor evaluation (chat, paywall, ads, and analytics platforms), and coordination
of distributed developers, designers, and QA across 50+ Agile sprint cycles (Jira, GitHub, Trello); instrumented GA4/Firebase
analytics for funnel and churn analysis and ran pricing experiments across dozens of territories.

EARLIER TECHNICAL EXPERIENCE

Apple Inc. - Bethesda, MD August 2008 - November 2014

Apple Genius | Certified Apple Technician

» Diagnosed complex hardware, operating system, software, and networking problems across Apple computers and mobile devices
using command-line tools, system logs, and diagnostic utilities; provided hands-on support to 5,000+ customers.

» Trained and mentored technicians on troubleshooting methodology and diagnostics; consistently achieved among the strongest
customer-satisfaction ratings in the local market.

EDUCATION

General Assembly, Washington, DC - Software Engineering Immersive (2020). 500+ hour intensive full-stack program: JavaScript,
React, Redux, Python, Django, C#, Node.js, Express, MongoDB, REST APIs, Git, and testing. Graduated at the top of the class.
American University, Washington, DC - B.A. Visual Media/Design; B.A. Criminal Justice (2008). Dean's List | Alpha Lambda Delta
National Honor Society.




